UBND TINH PONG THAP  CONG HOA XA HQI CHU NGHIA VIET NAM
SOY TE Poc 1ap — Tw do — Hanh phuc

86: 40 /SYT-VP Pong Thdp, ngady 04 thang 01 ndm 2024
V/v tang cuong cong tac bao dam
an toan thong tin mang trong dip
Tét Nguyén dan Giap Thin

Kinh gtri:
- Cac don vi tryc thudc nganh Y té;
- Bénh vién Quan Dan Y;
- Cac bénh vién tu nhan trén dia ban Tinh.

Tiép nhan Cong vian s6 05/STTTT-CDS&ATTT ngay 02/01/2024 ciia S6
Thong tin va Truyén thong tinh Dong Thap vé viéc tang cuong cong tac bao
dam an toan thong tin mang trong dip Tét Nguyén dan Giap Thin.

S6'Y té dé nghi cac don vi thuc hién mot s6 nd1 dung sau:

1. Phan cong luc luong tai chd trién khai truc giam sat 24/7; Chu dong
theo ddi thuong xuyén, lién tuc cic hé thong gidm sat an toan thong tin tap
trung, hé thong phong, chéng ma doc tap trung dam bao xir 1y, khac phuc kip
thoi tAn cong mang, canh bao ma doc dugce xac minh.

2. Ra soat, kiém tra va boc g& cac phan mém ddc hai cho toan bd may
chu, may tram trong hé thong mang. Trong do, can wu tién cic hé thong tin cd
dia chi IP nam trong Danh sach IP mang Botnet dugc S¢ Thong tin va Truyen
thong canh bao hang thang hodc dot xuat. Chi dong ra soét cac 16 hong, diém
yéu trén cac hé thdng thong tin thudc pham vi quan 1y va trién khai cac giai phap
phong ngura va khic phuc triét dé cac 16 héng, diém yéu da duoc Cuc An toan
thong tin - BO Thong tin va Truyén thong canh béo va cac 16 hong bao mat anh
huéng muic cao, nghiém trong trong cac san pham Microsoft tir thang 5 dén
thang 12 nam 2023.

3. Tang cuong tuyén truyen nang cao nhén thirc co ban ky nang vé an
toan thong tin mang, canh giac vé thong tin xau doc, tin gia va thong tin lira dao
trén khong gian mang cho can bd, cong chtrc, vién chirc thudc co quan, don vi.

4, Truong hop can hd tro giam sat, xir Iy, tng ctru su ¢b dé nghi cac co
quan, don vi lién h¢ voi Cuc An toan thong tin thuoc Bo Thong tin va Truyén
thong thong hoac S& Théng tin va Truyén thong qua cac dau mbi:

- Trung tdam Ung ctu khan cap khong gian mang Viét Nam
(VNCERT/CC), di}%n thoai 024.3640.4421 hoac s6 di¢n thoai truc duong day
nong ung ctru sy ¢6 086.9100.317, thu dién tu: ir@vncert.vn.

- Trung tdm Giam sat an toan khong gian mang quéc gia (NCSC), dién
thoai: 02432091616 hodc sb dién thoai truc duong diy noéng hd tro giam sat,
canh bao sdm 0389942878, thu dién tu: ais@mic.gov.vn.

- Phong Ha tang — An toan thong tin, Trung tim Chuyén d6i s6 tinh Dong



Thap thuéc S& Thong tin va Truyén théng (dién thoai: 0277. 3856113) dé phbi
hop thuc hién./.

Noi nhn: GIAM POC
- Nhu trén;

- BGD S¢ (b/c);
- Trang TTDT Sé¢;
- Luu VT.
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